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History

• Satoshi Nakamoto published a white-paper called
”Bitcoin: A Peer to Peer Electronic Cash System.”

• Motivated by the 2008 global financial crisis, he proposed 
the concept of a secure, decentralized system that 
solves the “double spend” problem of digital 
currency.

• This solution later served as the foundation for Bitcoin.
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… and 10 years later
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BLOCKCHAIN COMPONENTS
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Time

Distributed Ledger
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A ledger is a type of database that is consensually 
shared and synchronized among members of a network.

Block 42
Proof of Work:

0x0000e3ee
Previous Block: 

0x00002211

Transaction 0xade6

Transaction 0xa666

Block 43
Proof of Work:

0x00007c76
Previous Block: 

0x0000e3ee

Transaction 0xc52a

Transaction 0xd6ce

Block 44
Proof of Work:

0x0000d1e9
Previous Block: 

0x00007c76

Alice => Bob

Transaction 0x2905

Less SecureMore Secure
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Distributed Ledger Immutability

• Proof-of-Work ensures that an 
attacker cannot change transactions 
without overwhelming the actual and 
previous computational power used 
to hash the blockchain until the 
moment (block) attacker decided to 
attack the chain on.
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Blockchain Network

• A distributed decentralized 
network consisting of 
computers known as nodes

• Nodes hold a copy of the 
digital ledger

• Nodes can have different 
roles in the network
– Full Node, Listening Node, 

Miner Node, Validator Node,...

source: * Baran (1962) On Distributed Communication Networks, ** Windley https://bit.ly/2pFClI9
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Whether the 
components are 
under the control 
of a single entity or 
multiple entities.

Whether the 
components are co-
located or distributed.

?? ??

co-located

distributed

centralized de-centralized
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Smart Contracts

• “Digital counterpart to legal 
contracts”

• Event-driven program, with 
state, which runs on a 
replicated, shared ledger 
and which can take custody 
over assets on that ledger.

• Bitcoin Script, Solidity, Go, 
Java,…
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Shared Ledger

Value State

Transactions
Sending value to 
the contract

Events
Sending information 
to the contract

Transactions
Sending value from 
the contract

Events
Sending information 
from the contract

Smart 
Contract

source: https://gendal.me/2015/02/10/a-simple-model-for-smart-contracts/

oracles
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Consensus

• Network of blockchain nodes has to collectively agree on 
contents of the ledger => Agreement on global state

• Provides a guaranteed ordering of transactions and 
validates the block of transactions. 

• Byzantine Generals Problem 

• PoW, PoS, DPoS, RBFT, PoET,…

source: *) https://medium.com/@DebrajG/how-the-byzantine-general-sacked-the-castle-a-look-into-blockchain-370fe637502c 
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Consensus Types

• Winner of the lottery proposes a block and transmits 
it to the rest of the network for validation. Lead to 
forking when two “winners” propose a block.

• Scalability x Longer Time To Finality

• Public Blockchains

• Proof of Work, Proof of Elapsed Time, Proof of Stake

• When a majority of nodes validates a transaction or 
block, consensus exists and finality occurs.

• Low Latency Finality x Scalability-Speed

• Private Permissioned Blockchains

• Paxos, Byzantine Fault Tolerance Algorithms -
Redundant Byzantine Fault Tolerance, BFT-SMaRt

source: https://www.slideshare.net/ITU/blockchain-cryptography-and-consensus
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Lottery Based Voting Based
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How Bitcoin Blockchain Works

Alice wants to 
transfer money 

to Bob

Alice wants to 
transfer money 

to Bob

Transaction is signed 
with Alice’s
private key

Transaction is signed 
with Alice’s
private key

Transaction is 
transmitted to bitcoin 

network

Transaction is 
transmitted to bitcoin 

network

Miner validates the 
transaction and 

includes the 
transaction in a block

Miner validates the 
transaction and 

includes the 
transaction in a block

Miner solves Proof of 
Work for the block 
and transmits the 
block to network

Miner solves Proof of 
Work for the block 
and transmits the 
block to network

The network of full 
nodes validates the 

new block

The network of full 
nodes validates the 

new block

Nodes append new 
block to their copy of 

ledger

Nodes append new 
block to their copy of 

ledger

Bob receives 
money from Alice

Transaction is 
complete

Bob receives 
money from Alice

Transaction is 
complete
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Value of Blockchain Technology
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Concepts of blockchain technology 
allow removing the need for central 
sources of truth via distributing the 
trust to the blockchain network
using formally proven principles.
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Public, Private and Permissioned
Blockchains

sources: https://bit.ly/2GlecNV, https://bit.ly/2Ib7oDn
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Permissionless
Permissioned

Public

Permissioned
Private 

Permissionless
Public

Permissionless
Public or

Consortium

Proof of Work
Scalability Good

Speed Poor

Finality Prob.Poor

Token Needed

Proof of Stake
Scalability Good

Speed Good

Finality Prob.Good

Token Needed

Federated BFT
Scalability Good

Speed Good

Finality Immediate

Token No Need

BFT
Scalability Medium

Speed Good

Finality Immediate

Token No Need

Trust to a validator

Anonymity 
of the

validators


